The data protection credibility crisis Christopher Kuner*, Fred H. Cate**, Christopher Millard**, Dan Jerker B. Svantesson***, and Orla Lynskey**** The Italian Marxist theorist Antonio Gramsci once wrote (in translation) that 'the old is dying and the new cannot be born; in this interregnum, a great variety of morbid symptoms appear' .
1 Although Gramsci was not speaking about data privacy, it seems to us that this statement could apply to the current state of data protection regulation around the world, which is marked by a realization that existing regulatory models are not working effectively, the lack of political will to explore alternatives, and general frustration about how to improve the situation. This has led to a credibility gap between the objectives of data protection law and how personal data are protected in practice.
It should not be this way. The importance of data privacy has never been greater, and countries and regional organizations around the world are enacting legislation in an attempt to protect it. Much of this legislation has been based on the EU Data Protection Directive 95/46, which will be replaced by the proposed EU General Data Protection Regulation if the EU can ever finalize its interminable legislative process. Even the White House, which for years had seemed to oppose any large-scale federal legislation to deal with data processing in the private sector, has called for enactment of a Consumer Privacy Bill of Rights Act to grant increased protection to the online processing of personal data. Regional organizations such as Asia-Pacific Economic Cooperation, the Council of Europe, the Organization of American States, the Economic Community of West African States, the Organisation for Economic Co-operation and Development, and others have also done extensive work to enact new privacy instruments or amend their existing ones. All this activity has also had an effect at the global level, with the UN General Assembly passing a resolution that affirms the 'right to privacy in the digital age' .
But the increasing amount of new data protection regulation raises an important point: is all of this making any difference in increasing the protection of data privacy in practice? There are three aspects to this question that we would like to discuss briefly here.
First of all, there is general confusion about the correct approach to regulating the collection, processing, and use of personal data. Among the issues about which there is no global consensus are how effective the law can be in regulating online data processing; the correct balance between legal regulation and private sector selfregulation; and how best to enforce the law. To a large extent, these questions are not unique to data protection and tend to arise in any area that involves the regulation of technology. But coming to a consensus about them has proved intractable, as they often reflect differences in national and regional laws and cultures.
Secondly, the globalization of data processing creates major problems for applying and enforcing the law. The fact that it is increasingly difficult to determine the location where data are collected and processed gives rise to confusion on the part of individuals about what their rights are and how they can exercise control over their data in a meaningful way. Data controllers are similarly frustrated by the application of multiple laws to a particular database or online service, and regulators and governments are often unable to apply and enforce their laws across national borders, which can lead to international tensions.
Thirdly, questions arise about how data protection regulation is enforced. Recent years have witnessed what could be called the 'FTC-ization' of data privacy enforcement, which reflects the strategy of the US Federal Trade Commission to concentrate on enforcement in highprofile cases, in order to make examples of the corporations involved and frighten others into compliance. Other regulators, such as European data protection authorities, have adopted a similar approach, at least in part because they lack the resources to enforce the law on a more widespread scale. However, while this may generate enforcement efficiencies, it raises questions * Editor-in-Chief. ** Editor. *** Managing Editor. **** Book Review Editor. about the fairness and legitimacy of selective enforcement against just a few large players and leads regulators to focus on a 'flavour of the month' issue or scandal, while neglecting other practices that deserve attention. We do not have answers to these questions, and even if we did, could not deal with them adequately in a brief editorial. We suspect that in the long run, the most effective way to ensure greater compliance with data privacy law will not be found in fines or lawsuits, but through more widespread adoption of principles like privacy by design and privacy by default, and standardized practices set forth in codes of conduct, though realizing them raises many complex and difficult issues.
In addition, some of the most intractable problems of data privacy regulation have nothing to do with data privacy per se but reflect such factors as legislative gridlock in the EU and the USA, growing fragmentation and nationalism in the EU, and an unwillingness of countries and regions to cooperate to reach common solutions to what are global problems. Better protection of privacy is thus at least partially dependent on the resolution of difficult political issues that are outside the powers of those in the data privacy world to influence.
In this gloomy picture, a ray of hope is provided by the increasing interest in data protection in developing countries, many of which have enacted their own legislation in recent years. Such countries have the opportunity to 'leapfrog' the regulatory approaches used in the EU and the USA and to determine what actually leads to greater protection in practice.
Thus far, data protection law has tended to take a topdown approach, meaning that it has been based on the application of high-level theoretical principles, rather than determining what the actual problems are and how best to solve them. This does not mean that we are in favour of dealing with data protection issues on a sectoral rather than a wide-ranging horizontal basis, just that we think that legislation should be drafted with a clearer focus on its objectives and how they can be realized. A start could be made if countries would focus on factors such as the following in enacting data protection legislation: † Determining in advance the major problems that the legislation should address; † Keeping it concise, rather than trying to provide detailed rules for every possible data protection issue under the sun; † Keeping in mind the needs of small-and mediumsized data controllers (SMEs); † Developing tools to assist with the implementation of data protection in practice, rather than concentrating only on legal rules; † Involving existing structures in the country (such as chambers of commerce and consumer associations) in the implementation of data protection law.
These would be first steps in a process of developing more credible and effective data protection law, for which there is an urgent need.
doi:10.1093/idpl/ipv012 Advance Access Publication 6 July 2015
